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Creating Resilience Capability against Critical 
Infrastructure Disruptions: Foundations, Practices 
and Challenges 
IDA Conference Center, Copenhagen, Denmark 
13 April, 2015 
WELCOME TO INTERNATIONAL CONFERENCE! 
2 DTU Management Engineering, Technical University of Denmark 
Organizers 
DTU/Technical University of Denmark  
in collaboration with  
• the Danish Risk Society, IDA Risk,  
• EU project ‘Resilience Capacities Assessment for Critical 
Infrastructure Disruptions’ (READ) 
• Copenhagen University’s Disaster Programme, and  
• Danish Emergency Management Agency 
3 DTU Management Engineering, Technical University of Denmark 
Programme 
4 DTU Management Engineering, Technical University of Denmark 
Programme 
READ: Resilience Capacities Assessment for Critical Infrastructure Disruptions 
OUTLINE OF THE READ PROJECT 
7 DTU Management Engineering, Technical University of Denmark 
The READ project  
• EU Programme: The Prevention, Preparedness and Consequence 
Management of Terrorism and other Security-related Risks (CIPS). 
European Commission – Directorate-General Home Affairs  
 
• Start and completion date: October 2014 to September 2016 
• Coordinator: 
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READ: Objectives 
• Develop a framework to identify, build and assess specific resilience 
capabilities required to prepare, cope and recover from cross-border CI 
disruptions; 
• Develop a set of tools (the READ Preparedness & Response tool and 
the READ Recovery Tool) aiming at supporting the stakeholders 
involved in emergency management activities, including the CI operators, 
to assess their own resilience capacities with respect to cross border CI 
disruptions and thus identify the main areas where progress is needed; 
• Test the READ Preparedness & Response Tool during the 
preparation activities of a real live civil protection exercise regarding a 
potential disastrous scenario involving the Øresund bridge-tunnel 
between Denmark and Sweden; 
• Test the READ Recovery Tool during a table-top exercise involving 
some selected EU stakeholders (emergency managers, civil protection 
authorities, first responders and CI operators). 
OUTLINE OF THE FRAMEWORK FOR 
BUILDING RESILIENCE AGAINST CI 
DISRUPTIONS 
10 DTU Management Engineering, Technical University of Denmark 
Resilience capabilities' space coupled to the EM cycle 
11 DTU Management Engineering, Technical University of Denmark 
Building system resilience 
12 DTU Management Engineering, Technical University of Denmark 
Example 
Capability: Provision of access to required information 
 
• Asset: Information (can be paper medium, e-repository, audio records, 
etc.) 
• Resource: Examples may be tools such as communication links, 
computer terminals, competencies to operate and make use of these.  
• Processes/routines (procedures, prescriptions or tacit background 
knowledge and know-how): Examples may be instructions for getting 
access to the target information which may include authorization, 
credentials for e-access, etc. 
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Resilience capabilities' space extended by the intra-
/inter-organisational dimension 
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Inter-organisational model 
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Coupling resilience capability solutions to specific CIs 
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Ranking resilience solutions for 
implementation/enhancement 
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